Quantum cryptography: quantum mechanics as foundation
for theoretically unconditional security in communication
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Quantum crptography is a novel paradigm within cryptologyployingfundamental laws of quantum
mechanicson the physical layer of communications. These lawscatmteintuitive, but indeed more
general than classical physidaws which turn out to bemerely approximation serving properly on
macroscopic scalegccording to our classicaxpectation®f systems behaviowhenever systems approach
dimensions of nanometerguantum effects emerge, invalidating classical expectations towards systems
evolution dynamicsThis poses serious challenges to classical models of information procésséegl on
classical systems evoluti@md related mathematical frameworksixhin further miniaturization, but on the

other hand offers much more powerful information processing models based on quantum dynamics (which
directly endanger popular publikey cryptography, due to qualitatively higher efficiency in regard to
solving some diifult mathematical problems). Simultaneously, beyond quantum computers, novel concepts
were also formulated within the scope of communication and particulayptagraphy, which can offer
theoretically absolute (i.e. wonditional) level of encryption sedty (either by solving the private key
distribution problem for theoretically absolutely secure symmetrical prkeyecryptographic systems, such

as the Onelime Pad, which is referred to as Quantum Key Distribution or enablinglotah quantum
securedeterministic communication utilizing a completely fotessical properties of entangled quantum
states). In contrast to quantum computers, quantum cryptogramititocols have been successfully
implemented, and are considered an important branch ofegbipiformation Technologgecurity.

Specifically he QKD protocols are already a maturing communication security technolegyploying
guantum mechanics principlés solving cryptographic problem afymmetricprivate key distribution. The

QKD protocols that can be generally divided into two classes in regardtilizing or not the quantum
entanglement [#]) in conjunction with the On&ime Pad (OTP) classical symmetric crygtaphic
encryption scheme offéheoretically unconditional security [5] of afidential communication. However,

the experimental and even commercially available industrial implementations are very susceptible to
technical conditioningsf the transmitting media (i.eoptical fiber infrastructure and associated alignment

of the quatum optics) [6,7]. This is specifically addressed to the dark fiber infrastructure limitation of the
metropolitan backbone networks in the form of interconnections of telecommunication optical lines, which
are implement by thermal weldings, posing afstacle for QKD deployment in terms of quantum channel
decoherence (on a metropolitan scale, within a connection between two locations separated-bkma. 4
distance, there arasuallyseveral infrastructural weldings connecting aggie optical fibers)Research on

QKD deployment in practical telecommunication network environments resulted in evaluation of boundary
conditions for QKD feasibility versus quantum channel and transmission parameters and a successful
resolution of channel quality problem byoper alignment of experimental setups for both the no
entanglement and entanglement based quantum cryptography, correspondingly encoding qubits on the
interfering phase shifts of photons in Magehnder interferometers and on the entangled pairs of photon
polarizations(with these 2 implementations being most optimal to corresponding types of QKD protocols)

In thispapera short introduction to quantum cryptography is presented, along with a detagedplion of
known protocols, theirimplementationsaand related novel research and developmergsults (specifically
considering recentesearcheffortsresultingwith state of the art neentanglement and entanglement based
guantum cryptographysystems deployment in realptical fiber metropolitan backbonenetworks
environmers).

Keywords: Quantum cryptography, Quantum key distribution, QKIDantum secure direct
communicationQSDC



1. Introduction

At the basis of quantum cryptography conclegs a specific property (connected tospecial character of
guantum measurement ofon Neumannpostulate in quantum robanics) of quantum information.
According to this property quantum informaticannot be read (or measured) in a classical way without
irreversible loss of its partand this constitutes foundatidor a theoretically absolute level of security
offered by quantum cryptography other wordssecurity of quantum cryptography is based on fundamental
laws of quantummechanicstheory, and related quantum information theory (generally understood as
descibing properties of information encoded on quantum states of nanoscopic physical systeaifi}ally
along withthe quantum measurement demolishicitaracter and relateab-cloning theoremof ¢ u r an&
Wootters[21].

The sole idea of quantuamyptography (acknowledged Bennett andBrassaryl have beewlirectly inspired

by work of Wiesner, andparticularly his concept ofquantum moneywhich illustrates well the general
mechanismsbehind thecetical absolute security of quantum cryptograpAg insight intoWi esner 6s
propositionmight beconsidered a good introduction, helpinguaderstandjeneralconceptsof quantum
cryptographyand sowe will briefly presentt below.

1.2 Quantum money

Suppose we hagossibility to physically mark each banknote withuniguequantum informatiosequence

(e.g, some sequence ofjuantum kis analogous, so called qubitashich are defined as abstract
representation of some physical, quantum mechanicalleved systems, exactly as classical bits are
abstractly defined on some classical physicslavel systems). Let us also assume that these qubits reside

in mutually nororthogonalquantum sties, i.e, they are characterized by rrorthogonal superpositis of

the basis statesrie should notaccording to quantum mechanics foundations, states of physical systems are
described as elements of normalized linear spaces, called Hilbert spaces, and thus behave like vectors,
undergoing superpositionghich are inear combinationsf basis vectors)The fraud would be impossible
because gquantum mechanios-€loningtheorem) would prohibigxact copying of a marked banknote. If on

a banknote there was a random sequence of qubits, in states spanned by sontleogmmal basis

{ly >.1/ >} €.9.,

1
J2
than this banknote would be unequivocally identifiedjgoyantum state of this sequereg.,

y >=10> |/ >=|+>=—"(]0>+|1>)>

ly >A|j >A|j >A|j >Aly >A|j Ay >A .. A|j >.

However f the banknote had been copieda fraud attempthan in accordanceo theno-cloningtheoem,

the above sequence of qubits wobhlevebeen changed and the mark on an original banknote whaidge

been partly distorted rendering it valueless. T@position further refined by Wiesnddemett, Brassard

and Breidbardhas passed unnoticed (obviously partly because of seemingly small practical importance).
Another publication by Wiesng24] also sharedhis fate, but in 1984 Bennett aBdassard had presented a
simple protocol1] (readyfor straightforward implementation) that used +msthogonal quantum states to
code classical information ia purpose of cryptographic keys distributianplementation This is how
guantum cryptography was born, whiak a matter of fads more precisgl a quantum key distribution
scheme

Few years later theremergedother, different approach to quantum cryptography. In 1Bigdrt proposed
protocol[25] employingquantum entanglement for realization of a quantum key distribution concept. The
nonclasscal correlations of the measurements of entangled quantum states, derived from postulates of
guantum mechanics, and verified experiment@t}, are the reason of fundamental discrepancies (violation

of Bell inequality[27]) with a classical way of peraging reality (assumptions of realism, and locality as in

an EPR programmg8-30]). Security of quantum cryptography based on quantum entanglement is also
connected to properties of quantum measurement and it is not yet clear if there is some fundamental
difference between the two types of protocdls each measurement of mutually entangled pair of qubits,
done in purpose of copying classical information encoded in it, causes projection on a state of measurement
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basis and in effect destroys entanglementotB legitimate sides of communication sending between
themselves entangled pairs of qubits may then in principle detect any potential eavesdrbypihgcking
that their respective pairs of qubits are no lorfgly entangled (measuremestatistics noviolating Bell
inequality).

2. Quantum Key Distribution

The Quantum Key Distribution (which generallyrefered to asa quantum cryptography) protocols are
designed to protect transmitted bitsadfey (classical information bits, encoded abasisof honorthogonal
qubits) from potential eavesdroppiingvhich is understood as a sequence of measurements of those qubits
done in ordetto reveal coded bits af key. In a domain of classical information, channels of information
transmission, realized ararriers of classical information.¢g, macroscopi@ot qguantum values of electrical
voltage or electromagiic waves, behaving accordirtg classical physics laws) can be eavesdropped
without any disturbance. In a classical case eavesdropping is a telynpeersible measurement, however
difficult it would be to perforni it is always possible in principleso there are no private channels in theory

of classical information coding. If one defines concept of quantum chamaglalogy to classical chael in

a domain of quantum informationei information being transmitted in this channel by means of quantum
carriers existing in mutually neorthogonal states (@, mutually nonorthogonal polarizations verticat
horizontal and two diagonéal of individual photons), ten eavesdropping tises its classical propertyit is

not reversible anymore (as quantum measurement is not and introduces some disturbance to measured states
by projecting those to states mutually orthogonal). Therefore eavesdrappjngntum transmission may be
easily detectedt is enough for both sides of secret communication to contact clasgloaliyeans of some
classical public channel, eg. telephone, internet, etc.)aid Bevealing exact quantum states of previously
transmitted qubits, detany potential attempt of eavesdropping by comparing orthogonality of respective
gubits in a sequence. The detection of eavesdropping results in canéelaigal session of QKD, which is
what the security of quantum cryptographypased on.

2.1.Quantum key dstribution without enta nglement

The first proposition of quantum cryptography isedto Bennett and Brassangho in 1984 presented a
paper[1], supported by an experimedéscribingprotocol of quantum key distribution &tnamed BB84.

This protocol is based on namthogonal states of photons polarization asdyeneral schema is presented

in fig.1. The situation is followingAlice and Bob want to exchange in a secure way a symmetrical private
key, which they could lateuse in a symmetric cryptosystem of secret communication. Eve (who is a figure
representing an eavesdropper) wants to eavesdrop on a transmission of this key, trying to compromise its
privacy in order to be able to intercept forthcoming secret commuricati

Q Classical channel Q

Alice Bob
Quantum channe

RODDOORRD® D

Quantum measurement
Eve

Fig.1. Quantum key distoiution without entaglement (protocols BB84 and B92). Alice seadymmetricakey (encodindpit of
classicalinformation on nororthogonal qubits of quantum informatiore.g., verticakhorizontal and diagonal photons
polarizations) to Bob. Eventual eavesdropping could be detected by means of public communication by a classical public channel.




In order to ensure security @f key exchange, Alice and Bolecide to use quantum channell{33],
ercodingk ey 6 s ¢ | engubits ofggliantdmi irtfosmatiasent by this channel. In order to do this Alice
uses source of qubits in states spanned by pasis|1>} and qubits in states spanned by a maximally- non
orthogonal basis (in relation to the first opp) >, |- >} . The states of this basis are:

-1

+2= 500> +11>) |- >= (10> 11>)
and in a Euclidean space these are vectofsandr ossi
1>onapl anar . I n BB84 protocol (and in itbés derivat

of photons (horizontal and verticél labeled as stategy> and |1>) and maximally noforthogonal in

relation tothose latter (but also mutually orthogonal) two diagonal polarizations of photons (labeled as states
|+> i |- >). Each polarization is measured in relation to some fixed reference system (eg. the measuring

device). Adieving such polarizations is reckd to sending laser beam throughPockels cell (which is
performing a quantum measurement of photon polarization: either in an orthogonal basis of horizontal
vertical directions of polarizationo>, 1>}, labeled on fig.1. ag, or in an orthogonal basis of diagonal

directions of polarizationy|+>, |- >}, labeled asA). Measurement in diagonal basis of polarization is

achieved by a rotation of measuridge vi ce ( Poc k el axis of éaset beambly thad vBag Alicen an
can randomly choose polarization of sequaser pulses (sequent photons, while holding assumption that
each laser pulse contains one photeent to Bob. Alice and Bob agree on soononvention of encoding
classical information bits on quantum information qubits, eg. bits 0 and 1 are encoged, py> qubits

respectively angl+ >, |- > qubitsrespectivelyi.e.,
[0>2 0, [1>2 1, [+>2 0, [->2 1.
Alice stores produced sequence of bits for created states of qubits, which she is sequentially sending to Bob.

Those qubits (photons, or rather thedlarizations) are making a quantum channel (by moving in air, optical
fibers or in void). Each sent qubit is always in state from either orthogonal fyasig1>} (A), or

orthogonal basig|+>, |- >} (A), which is maximally noforthogonal basis in relation to the first one. Bob
performs measurements of received qubits in Qasis |1>} (A) or {j+>,|- >} (A), while he choose those

baes in a random manner.€i he has no information on which measurement basis Alice chose for the
specific received qubit)f Bob scores a correct choice of measurement basis (he luckily chooses the same
basis as Alice for some specifjabit) than in accordance witlion Neumanmprojection postulate he receives
information on completely not disturbed quantum state @dibiti the same information Alice has (in this

case on the position of this qubit in a bit sequence of key stored d&x @iid Bob, values of this bit will be
equal). However if Bob doesnbét score a corr-ect ¢
orthogonal to the first one), &h according tovon Neumanmostulate, in a result of quantum measurement,

he recéves with an equal probability (50%) one of states of the chosen basis (in this case on the position of
this qubit in a bit sequence of key values of this bit will be different with 50% probability). The next phase of
the protocol is communication by a s&ical public channel: Alice and Bob exchange information on their
sequene of measurement basis choiteseach qubit defining position of a bit in transmitted key (which in

this phase is called a raw key). All bits of the raw key on positions corrésgaiedqubits for which they

chose different measurement basis are discardada process called sifting. Then Alice and Bob receive
averagely shorter by half a sifted kd@he sole process of creation of a sifted key however introduces into it
astrongp andom factor, due to |l ack of <correlatibn bet
this is the reason why quantum key distribution systems are not suited for secure transmission of secret
messages instead of keys.

Theoretical schemelescribedabove is just an idealized model. In a practical implementation due to
imperfections of sources (weak laser pulses sometimes contain none photons at all) and detectors, Bob does
not al ways register a photon i n a puyse fr@eneAlice lthey Bo b
communicate over classical public channel and discard this qubit in a transmitted bit sequence of a key (this
requires time synchronization in sending sequent quibitisially distributing a sifted key with length being

a fraction of number of all lagepulses senLet us emphasis again thatcsirity of QKD from the attempt of
eavesdropping is based updisturbance of quantum information which is introduced by a quantum
measurement on transmitted qubit. In principle if Eve dddsn have a way to predict
choices of measurement babis Alice, the eavesdropping can be detected with arbitrarily high probability.
Suppose a situation in which Eve intercepts a quantum channel and does quantum measurements upon it,
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reending measured qubits further to Bob. Similarly
be measured. Therefore all possibilities of basis choice sequence are completely equivalent to measuring
qubits in bases chosen randomly (in senseootorrelation with their actudlass). Again similarly to Bob,

Eve by doing measurements in case of not correctly chosen basis, will receive purely random result of
guantum state of a specific qubit, projecting it to one of orthogonal states of thereneast basis. If Bob

than chooses correct measurement basis on this qubit (the same as Alice originally thbse) qubi t do
have to be in the same state as Alice measured it, because it was previously altered to other measurement
basis by Evé thus havingnoror t hogonal state to Bob6és meargngr emen
to eavesdroploes introducsomeerrors to the sifted kegwhich is made from the raw key buy discarding

bits with positionscorresponding tgubitsf or wh i &£ ha rAd méasel@dent basesredifferent).
Because statistically Eve doesndt score a correc
idealistically assuming that she measures each sent qubit, Alice and Bob have 25% of errors iney sifted k

In a basic schema of QKD Bob and Alice sacrifice randomly chosen bits of a sifted key and publicly
comparetheir values (by means of classical commundaggti If they discover errors gh they know about

potential eavesdropping and can discard a kélyisncompromised session.

2.2.Quantum key distribution with enta nglement

Before one can discuss entanglement based quantum key distribution it is important to explain Bell
inequalities violation and the EPR program.

2.2.1. Realism, locality and EPR pogram

According to the classical intuition, confirmed well in the macroscopic world, all objects have properties
existing independently of the measurement carried out on them. This assumption, classically well confirmed
empirically, is referred to as résh, and in other words assures existence of objective reality. According to

this view, the role of the measurement is therefore only to discover (through observation) of the physical
property valug and these values must be fixed regardless of the nuofilmeeasurements performed (i.e.
measurements are repeatable). In quantum mechanics, however, in a fundamental way the measurement is ¢
nonrepeatable procedure and in the light of the assumptions of realism it is a destructive, invasive
procedure, whickgives a result only in a probabilistic manner presumpéibautvalues ofthe specific
properties (observables) of an object, causingtiealledcollapse of the state at the same time.

Shortly after the above quantum mechanics predications becametota emergedn interpretation of
guantum mechanics, according to which objects (systems) have no specific quantum pribgeviglue of

these properties appear only as a result of the measuremepni{anglement withthe clasical quantum
systemwhich exponentidly increase in the number of degrees of freedom). Such controversial views were
met with strong opposition iscientific communityof the early XX centuryEspecially important here was

the authority of Albert Einstein, who did not accépt existence of such némtuitive laws of naturewho
together with Boris Podolsky and Nathan Rosen proposed a prnogr§d8] (called EPR from the initials of

the authors) that defines the physical correctness of the theory by introducing tims dotie secalled
elements of reality (associated with realism), locality and completeftesstding to the program, each of

the element®f a complete physical theory would have a corresponding fragment. The argument aimed to
demonstrate the incompletenesfs quantum mechanics by suggesting that a speelément of reality
(which according to the authors could be define@ras physical property whose value can be determined
before the measuremerdpes not have a corresponding fragment ofthe®ry. Thethought experiment
(shown here in a modified form byabid Bohm[30]) on the secalled EPRsingletentangledspin state of

the two electronsor alternatively entangled polarization state of 2 photons of the so called Bell basis:

110> - |01>
h>=1222 1022,
| 2

The 100% antcorrelations of the measurements of the above states of specific qubits (outcome of the
measurement of the'part of the system against th& 2lways demonstrate opposite outcomes) appear to
violate classical expectations about caugdjitrinciple that some 2 systems separated casually, i.e. on a
distance such that the time between the events, e.g. measurements on those systems, is shorter than the tim
required for light moving with highest possible velocity to cover this distancaptae in any way related
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or casually connected (in principle, cannot be correlated). Measuring the state of the qubit based on the first
calculation, depending on the result determines the result of the measurement is always opposite the second
qubit, whch occurs here with a strict awgrrelation, which is not affected by factors such as spatial
separation of the physical systems serving for definition of both qubits (the mentioned electrons or photons).
This brings us to another foundat@nassumptionwhich works well in the classical world: locality
(consisting in the fact that ¢hsystems casually separated in space and timetiafluence each another,
leading to any measureable correlatjpmghich in the case discussed abovehaf EPRthoughtexperiment

(under assumption akalisn) is clearly broken. In accordance with the postulated criterion of belonging to
the set of elements of reality, tH0% anti-correlation resulting from thenaximally entangled state
measurement, leads existence oSome new physical properties: manifestthgnself in being able to
determine or confidentlgredict the measurement of the second qubit, whishmply an element ofeality,

not having, in quantum mbanics, theoretical explanation under assumptiorloocél realism Under
assumption othe local realism theory of the phsical laws of quantum mechanigs view of the EPR
paradox and nonlocal anticorrelatiors seem to beincomplete on the fundamental level. This
incompleteness has been referred to asstitalled hidden variables, existence of which could explain how

1% part of the system flqubit) could immediately after its probabilistic measurement influence"thmg

of the system (¥ qubit) spatially separated, so that a measurement pedoonethe ¥ qubit will
deterministically antcorrelate with the outcome of the measurement of thegubit (this might be
equivalent to the qubits somehow communicating iime due to their entanglement). Recently (in the late

80s of the XX century)the hidden variables theories in view of experimental implementations of the
considerations described below, have been proven to have-laaabrcharacter, which results with the
property of quantum mechanics violating either locality or realism assomspti

2.2.2 Violation of Bell inequalities (quantitative proof of the local realism absence in quantum
information)

What verifies the correctness of the assumptions is ultimately an experiment. More than 30 years after

appearance of views contained ire tBPR program, in the 60's John Bell proposed a simple method of

analysis (based on the inequality of the statistical nature) of the similar thought experiment of which an

actual physically empirical verification would be possible. In this experimeng trerperformed series of

measurements of two previously prepared reproducibly particles, assuming locality of physical laws in a way

assuring causal separation (i.e. so as to exclude the possibility of a causal link, according to the theory of

relativity, for example, by making measurements in a small time difference with sufficient spatial separation

- at a constant and maximal velocity of light in vacuum, which is also the maximum speed of propagation of

local physical interactions). With the assumptarrealism, each particle havirftp simplify the example)

just two physical properties: A and B for the first particles, &énd D for the second particle, which

measured only unvedpecific valueexistingbefore these values are uncovered by the sneement As a

result ofthe measurement of each of these prdperis therefore obtained a corresponding valland b

respetively for the first particleand ¢ and d for the second. Again, to simplify the analysis, let the wa#lues

these physicaproperties be determined only on the talementsset;_; 13, which would corresponded to

the physical situation of photon polarization or electron spin measurements along chosen reference frame

axes.Let us notice that the value of a sjgdlg constructed nonlinear combination would be the following:
ac+bc+bd- ad=c(a+b)+d(b- a)=°2-

Due to the possibility of noise causing inaccuracies in measurement outcomes, or the possibility of

inaccuracies in the preparation of particles, let us assume thgihysical propertiesag.c,p oOf both

particles were before the measurement correspondingly eqaal ¢gi with probability pa, b,z,d). Now let

us consider statistical expected value of the quantitysc+BD- AD, i.€. is a common physical property of
both particles (not a linear combination)
E(AC+BC+BD- AD)= j p(ab,¢,d)(a€ +bE+bd +ad)¢ & 2p(Eb,c,d)=2"
abcd abcd
Due to linearity of the expected value definition, we thus obtain:
E(AC)+E(BC)+E(BD)- E(AD) ¢ 2-
This result is known as one of Bell's quality (a collection of statistical inequalities obtained under similar
to the above analysis). More specifically, this inequality was derived in a similar manner to the original
output of Bell's inequality by Clauser, Horn, Shimony and Holt and calledCHSH inequalityf34] (the
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initials of the authors). This inequality is possible for simple experimental verificagigperimental runs as
a series of measurements (for each of the separated causally particles, measurements would consider one o
the two of each particle physical properties, selected every time in a random manner, thus statistically
producing measurements results of each of the 4 pairs of two particles properties at rate of approximately
25% ). After the experiment, it is possible to fiethe result of Bell's inequality by calculating the expected
value (i.e. an average value) of the measurement sample for each pair ob¥ahgephysical properties of
both particles. In a classical case, when there is no entanglement betweemtithes pthis result is
consistent with the relevant statistical expectations shown above. But what happens when the measured
physical properties of the particles are indeed entangled? Consider an example of two entangled photons in
the below state (one dhe socalled Bell states, and the original EPR singlet state analyzed above in
discussion of locatealism violating antcorrelations):

Ih>:|10>- [01>,

V2

this time not implemented on spins of electrons, but rather vectors corresponding tatoteriaf the
photon along selected reference frame axes (related to conditions of actual physical experiment feasibility).
To carry out the experiment, the photon source is required to provide in a reproducible manner, photon pairs
in maximally entangle®ell stateqthis is implemented by nelimear crystals within the so called parametric
down converson procesg42]), which (the photonsare then spatially separated. Assume that the measured
physical properties of the two photons is their polarizatestors in the axis directions set by the versors

for this first photon and £+ £ £ £ for the secondwhich determines the observables (physical properties or

V2 ' V2
quantities) for the first photon to bg=s,, g=s, and for the second;__s.*s., _s.-s., where
J2 V2
& 1 |, _ _é O0g are the Pali matrices According to the von Neumann postulate have

Sx=é U S, = V]
& o o -1
decomposition of obserabesargrojection operators on the computational basis of qubits
el Og
S,=é §=10><0]- [1><1]’
& - | [- 1 I

0 1 oo a0
5,22 Wi & 0% 05c0)- j15<ap
& oy & -1
g 1 oo @l 0
_5z+5x=_i@1 31/24}399/‘231%423_ el 3:|o><0|- [1><1)’
2 28 - & -1
- a1l - oo & 0
S.- 5« :ig 181/2(1)39%@@3_ el 3:|0><0|- |1><1)’
V2 V2&1 -1y o -1

with the eigenvalues-1 representing value outcomes of those 4 physicantfies (observables)
measurements

Now calculating expected values of the observaldlesording to e quantum mechanics definition
E(A=<A>=<y |A|y > for common physical properties of both particiepars of observables of photon

polarizationvectors(in their entangled stat . _ 4> =L (j10>- |01>)) we will obtain specific numerical
V2

values
E(AC), E(BC), E(BD), E(AD)»
which should fulfill Bell inequality
E(AC)+E(BC)+E(BD)- E(AD) ¢ 2-
Thus we have an expected valueA@ observable
& s,As,+s,As,8_| s,As,+s,As,
E(AC)=E& 9— < 5 >

c V2
(<s,As,>+<s,As, >)=- =(<h|s,As, |h>+<h|s,As |h>)=

=L 1
V2 V2
.1

ﬁ(<h|00>< 00|h >- <h|01><01|h>- <h|10><10|h>+<h|11><1l|h>+

+<h|01><00|4>+<h|00><01|/h>- <h|11><10|h>- <h|10><1l|h>) =
1 11 1

for BC observable



E(BC)=E&

& s As,+s, As g_<_ sXAsZ+sXAsX>_
c ﬁ - J2

=- —(<s As,>+<s As, >)—-—(</7|s As,|h>+<h|s,As |h>)=

5
(<h]10><00|A > - <h|11><01]A>+<h|00><10|/>- <h|01><11|h >+

k‘

:'ﬁ
+<h|11><00|h >+ </7|10><01|/7> +<h|01><10|h>+<h|00><11|h>) =
11 1
(-

2275

- T
for BD observale:

E(BD) = £85, As, xA5x8:<5xAsz_sxAsx>:
c ﬁ + V2

T(<s As,>- <sxAsx>)=%(<h|sxAsz|h>- <h|s,As |h>)=
T</7|10><00|/7> <h|11><01|h >+ <h|00><10|h >- <h|01><11l|h >+
- <h|11><00]|h >- <h|10><01|Ah>- <h|01><10|h>- <h|00><1l|h>) =
_1 (1 1) 1,
22 20 2
and finally forAD observable

E(AD)-E&S As, ZAsx8=<sZAsZ-sZAsx>=
c ﬁ + V2

=L (<s,Rs,>-<s,As,>)= L (<h|s,As,|h>- <h|s,As,|h>)=

\/E z z z X \/E

:%(<h|00>< 00|/h>- <h|01><01|A>- <h|10><10|h>+<h|11><11|h >+

- <h|01><00|Ah>- <h|00><01|/>+<h|11><10|h>+<h|10><1l|h>) =
1,11 1,

It follow that the value of the considered quantity:

E(AC)+E(BC)+E(BD)- E(AD)=%=2J§>2
violates Bell (or more precisely CHSH) inequalityhe postulates of quantum mechanics measurement result
so with contradictioni i.e. violation of Bell's nequality, the introduction of whichases orocal realism.
Since the actual crucial experiments were carried ppaving the above contradiction and the results
confirmed the predictions of quantum mechanical rather than classmapoint i therefore on a
fundamental level, one of the assumptions (locality or realism), or both at the same time are incorrect. This
fact directly related to the strange properties of entangled statpgantum mechanicdies at the root of
what advantages quantum compgtimnd quantum models of communication channels over their
conventional counterpartsin offer, also quite directly to quantum cryptography field

2.2.3. Ekert protocol (E91)

The second proposition of QKprocedureas due to Ekerf3], who in 1991 introdced a novel protocol later
named E91. Its conception for encoding classical information is usage of a pair of qubitegredrdtates.
If two qubits are in maximally entgled state, one of four possible Bell stateg, a singlet state:
[10>- 01>

V2
than there is no classical information about states of specific qubits (their states are maximally mixed). The
proposition of entagled QKD was partly based on previous ideas of experimental valida@prof Bell
inequalities (specificallyof CHSH inequality [34]). Pairs of entagled qu b i t s in Ekertods
separated in spageent between sides of secret communic#tigdice and Bob), and their measurements
might be used to send information, with simultaneous usage of classical ghéhnel (in an analogy to
schema of quantum teleportatif85,57]).
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In E91 protocol and in most of its derivatives, those pairs ofngl#d qubits are pairs of photons with
entangled polarization states. A brief schema @QKD with entanglement is shm in fig.2. The basic
element of set up of such protocol is a quantum source,

Classical channe

Q / Quantum channel Q

Entanglement

Alice source Bob

(] eeesce ()eseee [)
\ /GQG\ /

Quantum measuremer Quantum measuremer

Eve

Fig.2. Quantum key distribution with entanglement (E91 protocol). Pairs of maximally entangled qubits (these can beighotons w
maximally entangled polarization stategy.esinglet states) are generated by quantum entanglement source and separated in space
bet ween Alice and Bob by means of quantum channels. [$fehe sour
Eventual Eveds e av eiagquantpnpmeasgreniemshoo anradigrarylmeantudn channel, and in a worst case be
controlling entangled photons source) is detected by analysis of correlation statistics of measurements results (bpubdans of
classical communication) in view of Bedeiquaity T if it is not violated, tan there was a potential eavesdropping (which might be
as well due to decoherence in quantum channel).

producing spally separated pairs of photons (so it is possible to send them in two separate quantum
channels) itmaximally entagled states of their polarization.

Alice and Bob are receiving sequent pairs of egld photons, sent in a singlet state spanned by orthogonal
basis{|o>,|1>} of vertical-horizontal polarization (irfig.2. labeled ag\ ).
_ _110>-|01>,

V2
in relation to some fixed reference systém.g., the source device. The source might be positioned in an
arbitrary place at the location of Alice, Bob or anywhere else (eg. at site of an institution coraftyer
providing entagled states) only important issue is existence of quantum channels between source and
Alice, source and Bob and that they knew a reference system oigletgohotons polarization. After
receiving each sequent photon from an egited pair, Alice and Bob perform quantum measuremenihén o
of three basis (on the scheritem fig.2. for simplification we presented measurement in one of just two
bases)which is chosen in a random fashionthe original E91 protocol, those three diféet measurement
bass are beingobtained by rotation of a measuring device (which is measuring horiz@ntadal
polarization, ie. in an orthogonal basgj®>,1>} T A) in relation to a fixed reference system (eg. getoyn
of construction of a source devid@)an axis of a photons beam. Angles of those rotations (creating three
mutually nororthogonal measurement bases, which we will label the same as angles), are for Alice:
P g =P, and for Bob;b1 =0,6,=-P, b =P In accordance witlvon Neumanmpostulate, quantum

4 8 8’ 8

measurement realized in those basis will result in a projection of quantum states of individual photons on two
states of a measurement basis, returning corresponding eigenvalu€sr the measurement in first bases
Alice and Bob will know, that measured eigenvalue in fact corresponds to the polarization state of received
photon from the entgled pair, however in two other cases their measurement will result only in
probailistic projection.One can introduce expected values of obs.ervagql)fszsjj (which are coefficientsf

correlation measure of observableg;i,bj corresponding to measurement bases). We have

|h

a, =0a,=

E(a, Ab)=<y|a,Ab,y >, Where W >:|h>:|10>\-F|01> , therefore
2

E(a, A b)) = %(<10|ai A b;|10>- <01|a, A b, |01>) =- cos2(a, - b))



Let us emphasize that in a case of the same choice of bases by Alice and Bob (ie. observablgs paits
a,, b,) they will obtain a 100% anticoregion of their results, ieza, & 5,) = E(a, & b,) =- 1-
Lets consider expected value of observalles p, +a,A v, +a,A b,- a,A b,- From linearity and simple
calculations we have:
E(a,Ab,+a,Ab,+a,Ab,- a,Ab,)=
= E(al A bs) + E(alA bz) + E(az A b3) - E(az A bz) =

=<y |a1'5‘b3 ly >+<y |a1'5‘b2 y >+<y |azAb3 vy >-<y |azAbz v >=-2/2-
Of course ths is the case only if states measured by Alice and Bob were in fact maximally entangled singlet
states, .e, |y >=|»>. If however Eve eavesdropped on the quantum channel (or the channel was not

perfect itselfi inside occurred decoherenoé polarization states of entangled photon péirg/hat is
assumed by Alice and Bob to be a potential eavesdropping aitdmapt measured by them states of
entangled photon pairs were not singlet stafgs: |4>. Their entanglement was waier and therefore

expected value 04, A p, + a, A b, + a, A b, - a, A b, Observable was:

E(a, A b,)+ E(a, A b))+ E(a, A b,)- E(a,A b)) <-2V2-
This fact allows Alice and Bob to detect potential eavesdropping. They do it in a following way: after
finishing receiving and measuring entangled pthiey disclose by means of public classical communication
their sequences of bases choices (ie. angles by which they rotated theis)seliscarding all cases where
one of them did not register any photon at all (imperfections of sources and detemtdrgublicly
exchange alineasurement results done in not the same b@iken they are able to estimate expected value
of observable considered above:

E(a, A b,)+ E(a, A b,)+ E(a, A b,)- E(@,A b,)-
If it is equalto - 242, than they are sure that quantum chahhas not been eavesdropped upon and that left
(secret) measurement results done with the same bases are strictly anticdrretatedy may be used to
encode classical information (eg. in a convention: bit 0 is corresponding tg gjikand bit 1 to qubif1>

for Alice and conversely for Bob due to anticorrelation). In this fashion (the process is similar to sifting in
BB84 protocol) Bob and Alice obtain a sifted keyn which information appeared in a randonanmeri

based on correlation lack of measurement bases choice. If however estimated expected value does not
comply with above equation (ie. Bell inequality, more precisely CSHS inequality is preseraedlite

and Bob know about potential eavesdroppet ey can discard the compromised key obtained in current
session.

3. Hardware realizations of quantum key distribution

In realistic implementations of QKD protocols, much more sophisticated procedures grallogedg to
preserveperfect key secust(ie. lowering probability of secret information leakaggdow arbitrarily small
parametérupto some critical degree of errmatein a sifted keyAmong those procedures are estimation of
errors number (which are potentially due to eavesdroppingmplsidue to decoherence in an imperfect
guantum channel)correction of those errors (either ordinary linear correction schemes or some more
advanced technigues can be used, eg. interactive procedure propd&@ddayd and SalvdiB7]), finally
privacyamplification procedure taking into account maximal information aboay&tentially available to

Eve and allowing to reduce this information below arbitrarily small level by reducing length of a sifted key.
In result of those procedures, which are mefé to as a key reconciliation, Alice and Bob obtain a perfectly
secure and errorless (parameterized by accordingly small variables of information leakage risk and errors
rate) private key, which can be further used in a classical symmetric cryptosyRiensecret
communication.
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Let us now focus on more detailed practical realizations of quantum key distribution protocols without
entanglement. Those protocols are based on sending single iqyéstically these are usually photons,
because of high delopment level of quantum optics technology. In protocols BB84 and its derivatives,
states of transmitted qubits are polarizations from two mutuallyorhogonal bases (egjo>,|1>} |

{|+>,- >}). The schema of BB84 illustratedin fig.1 (where bases of polarization of sequent photons were
respectively labeled by : {jo>,|1>} andA: {|+>|- >}). Hardware realization of original BB84 is illustrated

in fig.3. Photons source at the side of Alice is a highly attenuated (marginal output power) laser, and a
Pockels cell (two polarization filters connected by a piezoelectrical crystdbh allows to control
birefringence with an applied voltage, and in conseceidn choose a specific polarization in orthogonal
basis, eg. horizontal polarization from a horizonettical basisi ). The Pockels cell (or the whole source
device) can basgle(irodna directomackyand 408hein relation to some fixed reference
system, eg. a starting position, allowing a chaenaximally nororthogonal polarization basis of sent
photons (in a 45e rotated conf i guriaohe obtwo diadordl s our c

polarizaion of basisA) . On Bobo6s side (and also on Eveds sid
measuring system consists of a Pockels cell controlling polarizgtiorizontalvertical in stating

configuration in relation to ageged upon with Alice fixed reference
di agonal) by its rotation by 45e angle in an axis

polarizing beamsplittersgparating it on two beams of orthogonal pokdions), on which two output
directions are photon detectors. Quantum channel between Bob and Alice might be any medium of
electromagnetic wavieeg. anoptical fiber, air or void).

Q Classical channel Q

Alice Bob
|::> ROOORRDOR DR D

Polarised photons Quantum channel Measurement device
source j /

=\
[ ]

Laser Pockels cells Polarising beamsplitter Detectors

Fig.3. A schema of practical realization of QKD BB84 protocol (and itsvdéives). The source of polarized photons at
Al'icebs side consists of | aser and Pockels celll rotated
an arbitrary optical medium (eg. air, void optical fiber). The measurement device (@bBds but al so on Ev e/
also a rotatedin relation to a fixed reference systeRockels cell, polarizing beamsplitter and two singleton
detectors.

The most conu@ent in commercial applicatismare obviously optical fibers, which already hahighly
developed network infrastructure. QKD protocols based on light polarization however do pose some
implementation difficulties in case when the quantum channel is a standard telecommunication fiber. For
such fibers fluctuations of birefringence coneelcto small anisotropypf material pose alorside with
depolarization a main type of decoherence. This is why another possibilities of qubit carriers based on
photons are investigateid here an interesting approach is applicationpbétonsphase shifts ghifts of

phases otlectromagnetic waves). In case of replacing polarization qubits with phase qubits, due to smaller
time scales of dephasinfan depolarization in optical fibres, perspectives of longeantumchannels
implementation(of order of hundeds km)seem to be realistic. One protocol of QKD based upon coding
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classical information on qubits defined as a difference of photons phases is B92 (proposed byBémnett
1992). The idea is however due to Ekietthe earlier proposition of QKD readiion employingquantum
entanglementd], known as protocol E91.

I n a modified pr ot oc aotnsisesdRIlaserara MacHehnder interfedormetee This s i d
interferometelin turn consists o polarizing beamsplitter (here polarizatidnphotons does not play any
role) connected to phase modulator (which allows control of bases and actual states of those bases for
transmitted photons: eg. orthogonal basis- (1>} T A, states of which correspond togbbn phase shifts of
0 and p respectively, and maximally nesrthogonal to latter basig+>|- >} i A, states of which
correspond to photon phase shiftsPofind 37 ) on one beam, a large roll of fiber on other beam (resulting in

2 2
time delay of photons in second beam needed to allow sending photons of both beams with only one
guantum channel) and an obverse polarizing beamsplitter merging two beamsenA Bobbds side
eventually at eavesdropping Eveods side) t he me i
interferometer(with phase modulatoallowing measurement basis choice control in a same fashion as
described above, and with the same rolbptical fiberon an opposite beam resulting in realignment of time
delay of laser pulses). The interferometer is connected to polarizing beamsplitter, and on the end of two
beams photon detectors are placed. In case of same basis choice (tlwerdgigueation of modulator by
Bob and Alice)appropriate set up of devices will cause constructive interference in defined detector and
destructive interference on the second one. On the other hand different basis choice will causeaandom
Neumanmrojection ad a random interference constructive in one detector and destructive in the other. The
propagation of laser light wave in this schema is following: pulse from laser is split on two pulses in Mach
Zehnder interferometer at byfalshod @&d leng pathdoequanturhdhaniel, t h €
where they are sequentially transmitted. Entering
one which is transmitted twice by a short path, one which is transmitted once by a short pathe dndaonc
long path and one which is transmitted twice by a long paiie middle one (aposite to the first and latter,
which are discarded) causes intereference due to its indistinguishatilase modulators give possibility to
encode and decode clasdianformation in a manner described earlier (also in analogy to photons
polarization based protocols). Because of a lack of necessity to presémemence of polarization in B92
protocols familyoptical fibes are in this casgbetter quantum channdian for BB84 protocols family.

In turn issues of hardware realizations of quantum key distribution systems with entangtemairnilar
systems areurrently left only on experimentglanar.Due to necessity of quantum information processing
on a leve of not trivial realizations of quantum computers to perform algorithms of quantum privacy
amplification (indispensable for preservation of key privacy in conditions of realistic decohermeace
potential eavesdropping), thosechnologies currently hagenall perspective for a practical use.
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Q Classical channel Q

Alice Bob
|::> ROODIRRO® QD Q D
Phase shifted Quantum channel Measurement
photons source j /
'\

Phase modulator:

Op_tical fiber / f

Laser Polarising beamsplitter: Detectors

Fig.4. A schema of a practical realization of modified protocol B92 (and its derivatives) of QKD. The source of phase shifted
photons at Al i ce6s s iZdhaderinterfesomstdr Gvhiah fn tuboassts of potanzidg Ma ¢ h
beamsplitter, phase modulator on one beamaptétal fiberroll on another beam and of obverse polarizing beamsplitter
merging two beams into one. At Bobdés side (andicaéduwentual |y
obverse MactZehnder interferometer (with phase modulator allowing measurement basis choice and the same length of
optical fiberroll on an opposite beam). The interferometer is connected to polarizing beamsplitter and twplsatgte
detectorsDue to lack of necessity of coherent polarization preservafmical fibeis make in this case a better quantum
channel than for polarization based protocols.

An important practical problem for hardware realization of QKD based on existing telecomimomnica
network ofoptical fibes (abstracting from dephasing type of decoherence) is a signal strength loss (of laser
pulses) in long fibers. Because of current lack of possibilities of coherent amplification of optical signal,
there exist (irconnection tanecessity ofveak laser pulsgs practicabarrierin lengths of optical fibers for

QKD application. Transmission losss silicon optical fibes are of order I6dB/kmi what causes that
guantum cryptography applications realizedomtical fibes with lengths of order 1000 km (signal loss ~

107 dB which is equivalent to transmission of orde 1 signal strength) are currently beyond current
technology, even just because of this reason. Theraftoeof attention isgivento quantum channels irira

and void, which seem to allow practical applications of global QKD today by use of communication
satellites network (of course it would require such a network of newly designed satellites to be placed on
orbit, however technology of appropriate detextamnd sources allowing acceptable level of coherent optical
communication between Earth and satellites network is available).

Another significant and maybe even more serious restriction for QKD systems, on current devdghent

of theseprotocols is heir peerto-peer communication model. Appearing propositiongy(econception of

QKD implementingoneto-few communication modgB9]), are not introducing any qualitative changes in

this aspect. Possibility of full scaled integration of quantum keyildigion applications into different
models of telecommunication networks with various topologies presently remains unresolved issue.
However currently commercially available QKD systems ready to be integrated in large LAN networks (or
even MAN networks) wh star or ring topology are already finding customers in the field of commercial
applications especiallyfor e-banking services.
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4. Experimental deployments of quantum cryptography in telecommunication backbone optical
networks

Despite not easy to raecriteria believed to be indispensable for implementation of error correction schemes
critical for practical realization of quantum information processing devices, a lot of single elements of a
guantum computer have been already realized. Neverthelesstteoretical possibility to scale those to a

large device (a quantum computer, which would immediately call for quantum cryptography to enable
sustained secure communication in contrast to a current motivation based on assumption that this is indeed
feagble) remains an open issue.

This problem however is not encountered in case of practical implementation of quantum cryptography, at
least in case of QKD protocols without entanglement (where there is no need to apply quantum privacy
amplification procedresi based on entanglement purification techniq{®&3] i requiring non trivial
guantum computation capabilities). Even though practical QKD with entanglement is therefore seemingly far
from commercial application it is still very valuable experimentatig recent development in this approach

has shown @me significant improvements [#4B] which have a potential for commercial market. Both
protocol families are already realized in few academic centers all over the world (e.g. Cambridge, Geneva,
Vienna) ad in few commercial companies (e.g. MagiQ, IdQuantige, AIT).

Currently a lot of research effort is put towarusdware realization of optical seips for experimental
guantum cryptographgeployments in telecommunication networfplementing BB84, B92and E91
protocols families). The main factor of success in modern quantum cryptogdmgihdyment into telecom
infrastructureis high quality of photon sources and detectors, polarization manipulators, beamsplitters and
phase modulatoysaand steering etéronics Such elements and techniques for preparing opticalpsetre

well known in experimentatjuantumopticsi however required precision level for QKD implementation
introduces restraints in devices parameters not easy to comply with. In addhimlwareimplementation

core elements, obvioushoftwareelements of the systesare also required these are software modules for
devices control, integration, statistical data analysis, error corrections, privacy amplification procedures and
user intefaces. These modulese usuallyindependently developed and integrated into the whole syatem
proper configuration upon experimental deploymelts example mject realized inthe NLTK (National
Quantum Technologies Laboratory) of thestitute of Fysicsof Wroclaw University of Technology in
Polandis carried outn cooperation withAIT and IdQuantique

Quantumcryptographydeployment enablegnplementing practical applications of novel technological
scientific achievements in a field of quantimformation processing and quantum communication. Due to
extremely high level of precision required for those techniques and their strong connection with currently
ongoing scientific research in this field, it seems that sti@mptsnay function only iran environment of a
technical academic censecontribution Eventualcommercial applications of QKD setups, scaled down and
integrated into compact devices are being carriedisudllyas aspinoff enterprise.

A special attention is focused on feal#i{p of quantum key distribution implementation with entanglenient

the problem of generating entangled photon pairs is resolved with procedure -tif pgpametric down
conversion. Those pairs can be analyzed in view of-local quantum statistics (Beland CSHS
inequalities) of their polarization states [27Dbr€ elements fohardwarerealization of opticaéntanglement

QKD setus can be divided in four main groups: coherent light source, entanglement generation (parametric
downconversion), detectioand events registering, data analysis and processing. As a coherent light source,
fully integrated semiconductor 25 mW laser system (wave ledAgthdO5 m 1 blue/violet) can be used
Entanglemengeneration is realized by well investigafe®] method of parametric dowronversion using

BBO crystal: its effect is a stream of photon pairs with double wave ledgth§10nm), which create
entangled pairs along two space directions. Compensation of optical paths lengths fory caduhar
extraordinary beams requires using hadfve plate and other BBO crystals (thinner by half) on both those
directions. Detection and events registering is a critical elemdrardfvarepart of the project. Each of two

end stations of QKD protocolseaequipped in four single photon detectors (in a form of passively quenched
silicon avalanche diodes working in Geiger mode). Due to imperfect sensitivity this number of detectors is
necessary for polarization or phase shift measurement in randomly dfasseithe basis choice is done by

a beamsplitter and the measurement itself is performed by transmitting beam thru polarizing beamsplitter to
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detectors. Detection events for each input channel (detector) must be registered in counting device memory
(possbly directly in a computer memory) with time resolution of order of 1 ns during a period of about 1
minute. For this purpose appropriately configured programmable logic system is used for registering
detection events and sending data to a computer. Datigsenand processing is performed on two
workstation class computers (one for each protocol end station).

Deployment of the experimental R&D QKD systems in the real optical fiber infrastructure of backbone
metropolitan network poses a series of challengée physical infrastructure of optical fibers is determined

by the city telecommunication canalization layout. Dark fibers connecting two, even not very distant
metropolitan locations, physically sharing an industandard telecom line with many padeabptical fibers
(constituting the initial P2P topology and medium for QKD metropolitan network) are still divided in a series
of thermally welded interconnections and junctions at telecom canalization crossings, which are the main
reason for decoherenaed quantum signal losses, resulting in increased quantum bit error rates (QBER) and
in a consequence, in infeasibility of key distribution in practical network scenarios.

Therefore prior to deployment of the QKD network in a standard telecom metappdiackbone
infrastructue, extensive laboratory work h&s be performed on the setups developed from the laboratory
configuration described in [7]This chapter presents recent state of the art experimental research towards
deployment of QKD in metropdin backbone networks carried out in NLTK Laboratory of Wroclaw
Univeristy of Technology in cooperation with CompSecur company in Poldreoptical fiber line of the
SMF28 standard has been used towargdementingdifferent interconnection and weldirgpnfigurations

that would most optimally affect operation of two R&D QKD approaches based on the IdQuantique Clavis2
setup (norentanglement QKD [1,2]) and the AIT Quelle setup (entanglement QKD [3,n4fhe
telecommunication networlQubits encoding ophotons propagating within fiber optics was different in
case of both systems (the former encoding qubits on interfering phase shifts of laser impulses-in Mach
Zehnder interferometers like setup, while the latter encoding qubits on polarizations of eshfaimgion

pairs generated in the ndinear spontaneouparametric down conversiqigPDC)procesg42] in a BBO
(barium borate}ype crystal [4], however still performing BB84 [1] alike protocol as measuring one of the
photons immediately after entanglerhgeneration).

Fig. 5. Experimentatleployment versions QKD QuanturKey Distribution setups not using entanglemanthe NLTK laboratory
of Wroclaw University of Technology, Polafizhsed oridQuantique Clavis2 systeftom Geneva, Switzerlandn the left) abd
using entanglement (based on AIT sydtem Vienna, Austriaon the right)

In the preliminary laboratory configuration the main optical fiber line (single mode SMF28 standard) of 6.6
km has been subsequently modified in laboratory tess, rbeing prolonged by subsequently welded or
interconnected (with F3000/APC and FC/PC adapters) optical fiber-patdhiines The interconnectors
results with high QBER increases, thus favoring thermal fiber welding which in proper proximity
distribution were characterized by at least one order lower loss induction than interconnectors (ca. 0.01 dB
per welding, however depending on proximities and welding quafgp industry standard telecom fiber
optics line tests has been carried out towards wgldind interconnections configuration in regard to
optimizing QBER and conditioning of metropolitan network physical deployment requirements connecting
two locations ina city at a distance of ca-8 km (with a telecom line of cé&-10 km and 4 up to sevar
weldings).
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gl of Technalogy

Fig. 6. An analysis of the backbone architecture of Wroclaw metropolitan network and its key nodes was carried out to identify
connections of a highest potential in regard to securing with quantum cryptography (analysis includisatiasf the threats on
the particular nodes and the connection lines, technical characteristics of optical fibers connecting the backbone ragwaridno
levels of nodes importance from network, business and administration perspective). The ptqldasti|g route was ca. 4.8 km
long while connecting Wroclaw University of Technology (WUT) and Compsecur/National Technology Organization (NOT).

Important stability issuesre associated with external conditions including temperature and quality of
connection, but experimental QKD systems modifications and alignments (especially needed for the
entanglement based setugjow to obtain stableQKD parametersin terms of deployments feasibility
primary focusshould bedirected towards the neentanglemenbased setugpwhich can operaé properly

with acceptable raw key exchange rate (RKER) generating targeted amount of distilled secret bits (DSB)
under laboratory simulation of real optic fiber backbone metropolitan network configuration with required
optimization of interconnections and welding infrastructure (estimated compensation for up to 13 dB of

overall noise).

The presentedneasurements were performed for different number of fiber interconnections between Alice
and Bob stations, but important expeental setup constituted:
1 a 6.632 km fiber spool SMF28 with F3000/APC connectors outgoing from Alice station,
interchanged (and also combined) with a telecom standard-siugle optical dark fiber line of ca.
4.8 km and 4 up to 14 weldings (thermal ogititber weldings)
9 further attached, via symmetric F3000/APC adapter, to-maeter SMF28 fiber segment with
F3000/APC and FC/PC connectors,
9 further attached to up to sevennieter SMF28 fiber segments with FC/PC connectors
(interconnected via FC/PC symmietadapters),
1 and finally including the last segment ofnieter SMF28 fiber with F3000/APC and FC/PC
connectors, attached to Bob station.
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Fig. 7. Privacy amplification and Quantum Bit Error Rater (QBER). In this session setup was continuously oferating
period of 4 days with six subsequently applied numbers of fiber interconneatsspectively 7, 5, 3, 1, 2, 4 intermediate
2-meter fiber segments

The entanglement based QKD has been tested for the first time in a real telecom network envirmhment a
proved to be also feasible but within a very narrow gap of optical elements alignment and impractically poor
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values of QBER and RKER with additional high instability of operation parameters. Results of the presented
laboratory research were analyzedhivitX-R Shewhart control charts of RKER and QBER and proved as
feasible deployment of the QKD metropolitan network in Wroclaw, which is currently taking place.
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Fig.8. Statistical analysis: dispersion of RKER, QBER and BSD based on 274 quantuntrimitidis s&juenceslong withX-R
Shewhart control ltarts showing reliable operationf non-entanglement based QKD systigna metropolitantelecomnetwork

Sample characteristics of entanglement based QKD deployment setup:

1 Quantum optics and electronic components assembled in an integrated R&D system performing
guantum key distribution (QKD) by means of quantum entanglement:

(0]

Quantum opt-electronic setups generating quantum entanglement in photons polarizations,
integrated within 2 endtations, employindoth optical fiores (WDM compatibility) and
telescopic (free laser beam) configurations, computer controlled with a hardware/software
architecture

Featuring nodinear crystal implementation of the parametric down conversion procedure of
guantum entanglement production in photon polarizations states (carrier of the information
implemented on the polarization of photons in quantum eredrsgates)

Including laser photon source and avalanche photodiode detectors (temperature stabilized)
Featuring implementation oE91 [3] entanglement based QKD protocol (including
implementation of key sifting, key distillation, error correction and psivamplification
functional layers)

Featuring integrated electronic control and interface systems (including synchronization
systems)
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Including software suite (containing programming libraries)

QKD distance: at least 5 km

Keyrate: at least 0,2 Kbit/s on & distance

Temperature of operation between 10 and 30

O O O0OOo

Sample characteristics ohon-entanglement QKD deployment setup:

1 Quantum optics and electronic components assembled in an integrated R&D system performing
guantum key distribution (QKD) withousing of quantum entanglement:
o Quantum opteelectronic setups integrated within 2 estdtions connected by optical fibres
(WDM compatibility) and computer controlled with a hardware/software architecture
Including laser photon source and avalanche phadedietectors (temperature stabilized)
Featuring photon phase qubit coding (interferometers with@utgpensation)
Featuring implementation of BB84, B92, SARJQ4£,44,45]QKD protocols
Including software suite (containing programming libraries)
QKD distance: at least 50 km
Keyrate: at least 1 Kbit/s on a 25 km distance
Temperature of operation between 10 and 30

O O0OO0OO0OO0OO0Oo

Below we present most recent particular experimental resmitards the more advanced entanglement
experimental QKD system (based on the rfiediAIT EPRQuelle 405 setup from Vienna).

4.1. Testing of polarization perturbationinfluence ona dark channel in the entangled QKDsystem

For implementation of E91 protocol of QKBn entanglement of flying qubits is necessary. In the practical
setupEPR Quelle (Ausian Institute of TechnologyAIT) entangled pairs of photons are provided by
parametric down convsion |l (PDC) in BBO crystal [4,42 In this case the mutually orthogonal, V
(vertical) and H (horizontal) polarized states of photons eaentangled on intersection of two cones of
transmission of PDC pair produced in birefringent BBO crystal. In the system EPR S405 Quelle the space
time coincidence of phots, necessary to entanglement][68 improved by additional correction BBO

plates reducing retardation between extraordinary and ordinary photons. In result two beams of entangled
photons are directed to seaged optical fibers and nekt one of theni through the dark quantum channel

of cryptographic communication. The AIT denstrated long distanc®KD for open air dark channel [f4

when the satisfactory level of conservation of polarization of flying qubits in the telescope setup is ensured.
Usage of commercial fiber connections for dark channel encounters, howevebhleanpnath polarization
mish-mash produced by accidental birefringence of fiber due to strain in welding and fiber flexion regions.
We report a series of tests of the system using different probe optical fibers for a dark quantum channel and
compare QBERo short (2m) polarization fiber connectiof.esting include also a commercial k% long
patchcord of fibers to assess possibility of practical implementation of entangled QKD system i
metropolitan real network.

The objective of thiseport 5 summaring results of stability testing of QKD system on entangled photons,
(EPR S405 Quelle SystemAustrian Institute of Technology), with respect to various types of optical fibers
for dark quantum channel, in order to assess feasibility of practical tibilizaf this system in commercial
communication networks. As the test indicator we have ustthdecards generated by packet [65] in
application GNU R in the Quelle system, allowing for quick estimation of stability of system functionality.
The quantative measure is quantum bgrror, QBER, which displays theummarized level of
communication perturbations. QBER is an effective resultant parameter summarizing all imperfections of
the system including detector errors, optical elements-mish andptical fiber decoherence. Comparison

of QBER for various configurations of optical fibers for dark channel allows, however, to distillate the net
factor caused by polarization decoherence of photons in the quantum communication line.

In the system EPR 88 Quelle (AIT) for QKD on entangled photons employing protocol E91 the

polarization of photons is treated as flying qubit, which is connected prittiucingof entanglement by

parametric down conversiaf typell in BBO crystal applied in this setup. Netheless, it is obvious that

any perturbation in the optical fiber link between Alice and Bob would modify polarization of transferred

entangled photon state and effectively blur the key distribution. Especially exposed to polarization mish
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mash are ammercial telecom network lines with many weldings and connectors in patchcords as well as
with some accidental stress of fibers e.g., due to their flexion. All these produce uncontrolled birefringence
in glass of fibers resulting in uncontrolled driftwdlarization of transmitted photons. Except of polarization

drift one can encounter also the damping effects of the fragile quantum signal especially inconvenient for
longer connections and for fibers not exactly accommodated to transmittediengtie regirements.
Estimation of the influence rate of these perturbations onto functionality of the system is crucial from point
of view of feasibility of practical usage of entangled systems even for short distance quantum cryptographic
communication in staratd commercial optical patchcord metropolitan networks.

4.1.1.Description of measurement and data collection

The data were gathered immediately from the protocol responsible for communication between particular
modules of the system softwareadh value of QBER was repeated twice and only every second its vale
was collected in the final data file. The test card consists of the plot with three type points indicated and of
estimated parameters on the base of the collected data. The types sfapeinifferentiated by distinct
colors. The points within 'three sigma' region and satisfying the test requiremets, are indicated in black. The
points which do not satisfy configuration tests but are located inside the region of 'three sigma’, aeel indica

in orange. The most inconveniently located points, outside the 'three sigma' region are shown in red.

In figures are also plotted lines: (1) the line CL corresponding to average of all values of data, (2) the lines
UCL and LCL located on positions CN3 sigma, respectively. In figure descriptions the calculated
parameter values are listed.

4.1.2.Comparison of dark channel efficiency for different connectionsand addedfiber patchcords

Within the first phase of testing we have compared efficieiguantum communication graongation of

the connecting fiber by additional test optical fiber fragments with standard 1 meter length and using also
typical standard connectors. The results are aygal in figure9. Patchcordf 1 meter lenth would rot
enhance strongly decoherenceeraf the quantum channel, bedannectors FC/PC associated to eadted
patchcordesult indumping increase on the scale between 2 aiidl. 3

Patchcord Countings of Alice Countings of Bob Effetive key
length [m] [thousends/s] [thousends/s] [b/s]

1 165 124 1350

2 163 94 1000

3 163 74 1000

4 161 65 900

5 160 57 750

6 160 54 750

Table 1: Table with additional parameters monitored in due of QBER measurement

[__QBERIn consequitive iterations | QBER value for consequitive iterations

QBER %]

120 42 64 86 111 139 167 195 223 251 279 307 336 363 31 410 447 475 503 531 550 547 118 38 58 78 93 121 147 173 199 225 251 277 303 320 355 B! 407 433 459 485 511 537

iterations Iterations
Numa =587

LCL = 2971227 Number beyond Bmits = 237
UCL = 3.144298 MNumber violating runs = 341

LCL = 3.133678 Number beyond bmits = 199
UCL = 3.376726 Number volating runs = 264
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QBER value at consequitive iterations

121 44 67 80 17 147 177 207 237 267 207 327 367 3BT 417 447 477 507 537 567 547 627

Iterations
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Figure 9: QBER [%] at different configurationd additional patchcord lengths
(correspondingly from left top to right bottom for 1 up to 6 meters length)

4.1.3. Measurements of dark channel efficiency for pathcords with different length

In this paragraph we present the quantum dark channel efficiemcelongatedfiber connection with
additional patchcords of different lengtifhe correspondingneasurementata are illustrated in figure 10
In this experiment we usexptical fibers SX 780HP with lengths 1, 2, 4, 8 and 16 of meters, respectively.

Patchcord Countings of Alice Countings of Bob Effetive key

length [m]

[thousends/s]

[thousends/s]

[b/s]

149
145
142
141
137
6 137

= o0 A~DNPFO

118
155
133
144
156
157

1060
420
2350
2350
2800
940

Table 2: Table with additional parameters monitorediire of QBER measuremdat optical fibers SX 780HP
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Figure 10: QBER [%] at different configurations of additional patchcord lengthSX 780HPoptical fibers
(correspondingly from left top to right bottdior 0, 1, 2, 4, 8, 1éneters lengtf)

4.1.4 Measurement of system efficiency with application of third telecom window commercial optical
fibers

Except of testing of varius o@igurations of singlanode 706900 nm fiberawvith additional connections, we
have tested also patchcords of conuia telecomfibers accommodated to -salled third window
transmission, 153@565nm. First we used the fibre 1.5 km long without any additional welds or connectors.
The cryptographic key has been finally obtained, but only on thefrthe system effiency, because ca. 20

% of trials of key sending has befiled. Below we present the results of trials which have been finished
with thesuccess (figur&l, botton). Before performing the experiment with additiopatchcords, we have
measured the netstgm as the reference data collectighich is illustrated in figure 11 (top)
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